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Abstract

In present study, | proposed the science discipline, network criminology. Network criminology roots in
criminology and network science, which focuses on network analysis of criminal networks. It uses the theory
and methodology of network science to analyze, predict and control criminal patterns and behavior. The
criminal network refers to a criminal group, a terrorism network, etc. Network criminology aims to understand
topological structure, organization, function, identification, and control, etc., of criminal networks. Meanwhile,
I defined the aims, scope, theory and methodology of network criminology.
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1 Introduction

In present study, | proposed the science, network criminology. Network criminology is the science on network
analysis of criminal networks. The criminal network refers to a criminal group, a terrorism network, etc. In a
criminal network, nodes represent individuals (e.g., offenders, victims, potential victims, or areas, etc), and
links (i.e., ties) represent relationships between the individuals (Wikipedia, 2016a). Network criminology aims
to understand topological structure, organization, function, identification, and control, etc., of criminal
networks. Meanwhile, | defined the aims, scope, theory and methodology of network criminology in this
study.

2 Definition, Aims and Scope

Network criminology is an interdisciplinary science rooted in criminology, network science, sociology, and
other related scientific disciplines. It is a network analysis based (Zhang, 2016c, 2016g, 2016p-q) criminology,
and is thus a branch of criminology. It uses the theory and methodology of network science to analyze, predict
and control criminal patterns and behavior. Network criminology aims to investigate and understand the
structure, properties, organization, function, identification, and control, etc., of criminal networks (e.g.,
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offender networks, offender-victim networks, offender-victim-area networks, etc). The scope of network
criminology covers, but not limits to: (1) theories, models, algorithms and software of network criminalogy; (2)
network analysis of criminal networks; (3) identification of criminal groups, terrorism networks, offenders,
victims, and areas; (4) causes and consequences of criminal behaviors; (5) dynamics and control of criminal
networks; (6) methods to prevent the development of criminal groups, terrorism networks, etc.

3 Scientific Foundations

3.1 Criminology

Criminology is the scientific area on the nature, extent, management, causes, control, consequences, and
prevention of criminal patterns and behavior, both on the individual and social levels (Wikipedia, 2016a).
Criminology is an interdisciplinary field in both the behavioral and social sciences.

Criminology has some branches, e.g., Marxist criminology, conflict criminology, biosocial criminology,
and critical criminology, etc. Marxist criminology stated that "defiance is normal - the sense that men are now
consciously involved...in assuring their human diversity." (Sparks, 1980). Marxist criminology, conflict
criminology and critical criminology argue that most of the relationships between state and citizen are
non-consensual and criminal law is not necessarily representative of public beliefs and wishes. Criminal law is
exercised in the interests of the ruling or dominant class (Wikipedia, 2016a). Some theories in criminology
include (Wikipedia, 2016a)

(1) Sociological positivism. Sociological positivism suggests that societal factors, e.g., poverty,
membership of subcultures, or low levels of education, etc., are causes of crimes (Beirne, 1987; Lochner,
2004).

(2) Differential association: It holds that crime is learned through association (Anderson, 1992).

(3) Social structure theories (Hester and Eglin, 1992). There are various viewpoints on social structure
theories. Social disorganization theory suggests that neighborhoods with poverty and economic problems tend
to have high population turnover (Bursik Jr and Robert, 1988). Further, social ecology argues that crime rates
are associated with poverty, disorder, richfull abandoned buildings, and other signs of community deterioration
(Bursik Jr and Robert, 1988; Morenoff et al., 2001). Subcultural theory focuses on small cultural groups
fragmenting away from the mainstream to generate their own values and meanings about life. Social control
theories explain why people do not become criminal (Hirschi, 1969). Finally, social network analysis stresses
using network analysis to explain criminal patterns and behavior.

(4) Symbolic interactionism. Symbolic interactionism focuses on the relationship between the powerful
state, media, and conservative ruling elite and other less powerful groups.

(5) Individual theories. Traitor theory exploits how a process of brutalization by parents or peers that
usually occurs in childhood results in violent crimes in adulthood (Rhodes, 2000). Rational choice theory
argues that punishment, if certain, swift, and proportionate to the crime, was a deterrent for crime, with risks
outweighing possible benefits to the offender. Routine activity theory draws upon control theories and explains
crime in terms of crime opportunities that occur in everyday life (Felson, 1994).

(6) Biosocial criminology is an interdisciplinary field that aims to explain crime and antisocial behavior by
exploring both biological and environmental factors (Kevin and Anthony, 2011).

3.2 Network science

The United States National Research Council defined network science as "the study of network representations
of physical, biological, and social phenomena leading to predictive models of these phenomena.” (Committee
on Network Science for Future Army Applications, 2006). More specifically, it is the science dealt with
complex networks such as telecommunication networks, computer networks, biological networks, and social
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networks, considering distinct elements or actors represented by nodes and the connections between the
elements or actors as links (Wikipedia, 2016b). Network science draws on theories and methods including
graph theory from mathematics, statistical mechanics from physics, data mining and information visualization
from computer science, inferential modeling from statistics, and social structure from sociology (Zhang, 20123;
Wikipedia, 2016b).

Some new scientific disciplines, e.g., network biology, network pharmacology, network informatics,
network toxicology, etc., are rooted in network science (Barabasi and Otlvai, 2004; Hopkins, 2007, 2008;
Zhang, 2011a-b, 2012a-d, 2015a-d, 2016a-r).

4 Methodology

4.1 Data sources

There are two sources of data for research in network criminology, public databases and field
investigation/survey. Public databases include unpublished public data and published data. They can be used to
construct criminal networks and models. In addition, criminal data can be achieved by investigating the
interactions between individuals.

4.2 Big data analytics

Big data is the data sets so large or complex that conventional data processing tecgniques are inadequate. Big
data analytics is the process of examining big data to uncover hidden patterns, unknown correlations and other
useful information. With big data analytics, e.g., high-performance data mining, predictive analytics, text
mining, forecasting and optimization, one can analyze huge volumes of data that conventional analytics can
not handle with (Zhang, 2007, 2016g, 2016p-q). Contents of big data analysis include analysis, capture,
storage, search, querying, sharing, transfer, visualization, etc (Wikipedia, 2016c; Zhang, 2016g, 2016p-q).
Many problems in network criminology may be addressed by using big data analytics.

4.3 Network construction and link prediction

Network construction is the basic procedure for producing a criminal network. There are various methods for
constructing a network. Zhang (2011a, 2012a, 2012b) proposed a series of correlation methods to construct
networks. Zhang and Li (2015) found that the utilization of Pearson correlation measure may produce false
results. For this reason, Zhang (2015c) suggested partial linear correlation and proposed some other partial
correlation measures, and used them to jointly predict network links (interactions) (Zhang, 2015b). In addition,
there are some other studies and methods about construction and prediction of networks (Goh et al., 2000;
Pazos and Valencia, 2001; Guimera and Sales-Pardo, 2009).

In many cases, the criminal networks we achieved are probably incomplete, i.e., some links are missing in
the netwok. We may be interesting in finding missing links in the network. Link information in the incomplete
network can be used to predict missing links (Clauset et al., 2008; Guimera and Sales-Pardo, 2009; Barzel and
Barabési, 2013; LU et al., 2015; Zhang, 2015d, 2016a, 2016d; Zhang and Li, 2015). Further, network evolution
based (Zhang, 2012a, 2015a, 2016b), node similarity based (Zhang, 2015d), and correlation based (Zhang,
2007, 2011a, 2012a, 2012b, 2015b-c, 2016d; Zhang and Li, 2015) methods can be used in link prediction. For
example, Zhang (2015d) proposed a node similarity based algorithm to predic missing links in the network. In
this algorithm, whether a node v can connect to v; or not, depending on the similarity between vy and v;, the
similarities between v; and its adjacent nodes, the similarities between v, and the adjacent nodes of v;, and the
degree of node v;, and vice versa. Pearson correlation measure, cosine measure, and (negative) Euclidean
distance measure, contingency correlation measure, and Jaccard coefficient measure were used as the
between-node similarity.
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4.4 Network analysis

Network analysis covers a variety of areas and methods (Fath et al., 2007; Zhang, 2012a). The following
methods and theory of network analysis can be used in network criminology.

4.4.1 Attribute analysis

Attribute analysis aims to screen node attributes (e.g., characteristics of offenders or victims) based on their
contribution to topological structure of the network (Zhang, 2016e). Zhang (2016e) proposed a method to
screen node attributes that significantly influence node centrality in the network. In this method, four node
centralities, degree centrality, closeness centrality, betweenness centrality, and circuit centrality, can be used as
the dependent variable and attribute-by-node data are used as the data of independent variables. Stepwise
linear regression method was applied to screen statistically significant node attributes from candidate
attributes.

Brantingham and Brantingham (1994, 1998) argues that four factors — accessibility through high-volume
transportation conduits, placement, juxtaposition, and the operation of facilities can account for the
criminogenic capacity of specific places (Wikipedia, 2016c).

4.4.2 Topological analysis
Topological analysis of networks mainly includes the following, which are useful in network criminology

Find trees in the network: DFS algorithm, Minty’s algorithm, etc (Minty, 1965; Zhang, 2012a, 20160).

Find the shortest tree: Kruskal algorithm (Zhang, 2012a).

Find the shortest path: Dijkstra algorithm, Floyd algorithm (Dijkstra, 1959; Zhang, 2012a, 2016r).

Find the maximal flow: Ford-Fulkerson algorithm (Ford and Fulkerson , 1956; Zhang, 2012a).

Find circuits (Paton, 1969; Zhang, 2012a).

Calculate network connectedness (connectivity), blocks, cut vertices, and bridges (Zhang, 2012a, 2016i,
2016m), for examples of application, closeness or connectedness of a criminal network, or crucial offenders,
victims, potential victims, or areas, etc.

Calculate node centrality and find critical nodes (Zhang, 2012a, 2012c; Zhang and Zhan, 2011; Shams and
Khansari, 2014; Khansari et al., 2016). These methods can be used to find critical offenders or victims in
criminal networks, etc. Bichler et al. (2010) defined magnetic facilities as the attractiveness of a location for
deviant behavior. They looked at the self-nominated hangouts of 5082 delinquent youth living in Southern
California. The structure of these networks remained relatively constant over the time during the study period.
The centrality statistics used were in-degree and betweenness to identify facilities operating as stable regional
convergence locations. Of the locations included in the network, the top twenty with the highest in-degree
centrality scores in both the valued and dichotomous networks were investigated for the three characteristics:
facility type, place type and school accessibility (Wikipedia, 2016c).

Analyze degree distribution and find critical nodes (Huang and Zhang, 2012; Li and Zhang, 2013; Zhang,
2011a, 2012a, 2012c; Zhang and Zhan, 2011; Rahman et al., 2013; Nuwagaba and Hui, 2015). Critical
offenders or victims can be screended by using these methods.

In network criminology, we are interesting in finding criminal groups. The methods for finding modules,
mosaics, and sub-networks can be used in this aspect (Kondoh, 2008; Bascompte, 2009; Begum et al., 2014;
Nuwagaba and Hui, 2015; Zhang, 2016f, 2016n; Zhang and Li, 2016). Zhang (2016f, 2016n), and Zhang and
Li (2016) proposed some methods for identifying hierarchical sub-networks / modules and weighting network
links based on their similarity in sub-network / module affiliation. These methods were based on the cluster
analysis in which between-node similarity in sets of adjacency nodes is used. Two matrices, linkWeightMat
and linkClusterlDs, were achieved by using the algorithm. Two links with both the same weight in
linkWeightMat and the same cluster ID in linkClusterIDs belong to the same sub-network / module. Two links
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with the same weight in linkWeightMat but different cluster IDs in linkClusterIDs belong to two sub-networks
/ modules at the same hirarchical level. A sub-network / module with the greater weight is the more connected
sub-network / modules.

4.4.3 Network stability and robusteness

Network stability and robustness are expected to find some utilization in the network criminology, e.g.,
analyzing stability and robustness of a criminal network that experienced external destruction or attack.
Recently, Zhang (2016h, 2016l) exploited methods and theory on network robustness and network sensitivity.
Network stability has been extensively studied in the past (Din, 2014). Studies on ecosystems show that there
is a relationship between network connectance and different types of ecosystem stability. Some models suggest
that lower connectance involve higher local (May, 1973; Pimm, 1991; Chen and Cohen, 2001) and global
(Cohen et al., 1990; Chen and Cohen, 2001) stability, i.e., the system recovers faster after a disturbance.
However, another theory suggests that a food web with higher connectance has more numerous reassembly
pathways and can thus recover faster from perturbation (Law and Blackford, 1992).

4.4.4 Flow balance analysis

Flow balance analysis analyzes network flows at steady state. Differential equations and other equations are
usually used to describe network dynamics (Chen et al., 2010; Schellenberger et al., 2011). As an example,
Jain et al. (2011) used mathematical models to decipher balance between cell survival and cell death using
insulin. Some standardized indices and matrices can be used in flow balance analysis (Latham, 2006; Fath et
al.,, 2007; Zhang, 2012a), including Average Mutual Information (AMI) (Rutledge et al., 1976) and
Ascendency (A) index (Ulanowicz, 1983, 1997). Zorach and Fath and Patten (1999) developed a measure
(measures the evenness of flow in a network) for network homogenization. Ulanowicz (2003) presented
effective measures (effective connectivity, effective flows, effective nodes, effective rules) for weighted
networks. Compartmentalization index is used to measure the degree of well-connected subsystems within a
network (Pimm and Lawton, 1980). Constraint efficiency is a measure of a total of constraints that govern flow
out of individual compartments (Latham and Scully, 2002). Models and measures above are suggested using in
network analysis of criminal networks.

4.5 Network dynamics, evolution and control

Network dynamics can be best described with various mathematical models. Zhang (2015a) proposed a
generalized network evolution model and self-organization theory on community assembly, in which the
model is a series of differential (difference) equations with different number as the time. In addition, Zhang
(2016b) developed a random network based, node attraction facilitated network evolution method. The two
dynamic models are useful to study the network evolution, dynamics, and to predict links. Ferrarini (2011,
2011b, 2013a-c, 2014, 2016) have proposed a series of thoughts and methods on the dynamics, controllability
and dynamic control of biological networks. A network can be optimized to search for an optimal search plan,
and achieve a topological structure so that the network possesses relative stability (Zhang, 2012a, 2016g,
2016p-q).

The dynamic control of network means to change topological structure and key parameters of the network
stage by stage so that the goal function of entire network achieves the optimum or suboptimum (Zhang, 20123,
20169, 2016p-q).

The control and management of criminal networks are expected to be achieved by using mathematical
network models (e.g., differential equations, difference equations) or computer simulation (e.g.,
addition/deletion of nodes/links following some given rules) of network structure.
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